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Quick Reference for Handling Student, Employee, and Patient Information

Following is basic information that you as an employee need to know regarding handling of data designated as public, private/confidential or sensitive.  Please note that all institutional data, except student directory data, specified below is designated as private/confidential.  As a steward of University information resources, you may access the information only on a strict need-to-know basis as it relates to the performance of your job duties.  It may not be disclosed to other employees or third parties unless they also have a job-related or legal need-to-know as set forth by the University or in State or Federal laws.

	What are M-Pathways sensitive data elements?
	Name



Ethnicity
Birth date


Address
Gender



Phone
National ID (i.e., SSN)

Leave of Absence Reason
Country of Citizenship,

Disability Information
Citizenship Status

Marital Status

Grievance Information

Criminal Record

Discipline Information

Date of Death

Visa/Permit Data


Military Status; Veteran’s Information

Driver’s License

	What information is considered directory student information?
	Name
Permanent/Local Address and Phone
UM School or College

Class Level
Major Field
Dates of Attendance
Degree(s) received
Dates awarded
Honors & Awards received
Participation in recognized activities
Previous school(s) attended
Height/Weight of members of intercollegiate athletic teams

Note: Each term of enrollment, students have the option to request that “directory” information not be released.

	What is my overall responsibility as a user of sensitive data in protecting that data?
	To retrieve only those records that are required to perform your assigned job duties.  “Having access to this data is not a license to retrieve anything and everything.”  You should guard against releasing any information in a manner that allows the information to be associated with a specific person(s) (e.g., Emplid with Name).  Misuse of this data can lead to disciplinary action, including fines, suspension or dismissal.  You have an obligation to report misuse of data by others to the authorities listed in this document. 

	What should I do if someone calls, emails or comes to my office requesting information covered by FOIA (Freedom of Information Act)?
	You should immediately direct the request to the University’s Freedom of Information Office by phone at 763-5082 or contact Lewis Morrissey, chief Freedom of Information Officer at morrisse@umich.edu.  For more detailed information on FOIA, visit the Freedom of Information Office web site at http://www.umich.edu/~urel/foia.html.

	How many days does the University have to respond to a FOIA request?
	The University has 5 business days to respond to a request for information covered by FOIA which is why it is imperative for you to immediately forward these requests to the FOIA office.

	What rights do students have under FERPA?
	· Right to inspect and review their education records.

· Right to seek to amend those education records.

· Right to have some control over the disclosure of information contained in their education records.  If they choose not to have information disclosed, they must renew their request each term.

To read more about it, refer to the document ‘Student Rights and Student Records’ that can be found on the following Office of the Registrar web site http://www.umich.edu/~regoff/rights.html.


	What is the definition of an “educational record”?
	· Any record, with certain exceptions, maintained by the University of Michigan or an agent of the University, directly related to a student and in which the student is personally identified.  

Note:  Employment information is not regarded as educational information 
unless it is contingent upon student enrollment.

	Does the above definition apply only to written records?
	No.  The definition covers information stored in any medium: handwritten, printed, tape, disk, film, microfilm, and microfiche.

	How long do I have to respond to a student request to view their records?
	The student must be allowed to review his/her record no later than 45 days from the time the request was made.

	Can I release non-directory information about a student to the student’s parent(s)?
	Information may only be disclosed to parents if:

· The student has given written consent, or

· The parents have established the student as a dependent based on the IRS definition of a dependent.

· And, releasing said information is legitimately part  of an individual’s assigned job responsibilities.

	What additional precautions can I take to safeguard private/confidential or sensitive data?
	· Access only that data you need for business reasons.

· Sign off system (e.g., M-Pathways, Wolverine Access) and/or turn off your computer when not in use or if you will be away from your desk for an extended period of time.

· Store information under secure conditions

· Ensure that recipients of data have proper authorization to view it.

· Dispose of data and reports confidentially and in accordance with record retention policies once they are no longer needed (e.g., shredding, burning).

	I’m an employee at the UM Health System and would like to know the definition of ‘confidential information’.
	As stated in UMHHC Policy 03-09-004 Release of Information, confidential information is defined as:

“Any and all health information, regardless of the medium upon which it is stored (electronic, paper, microfilm, etc.) of a protected, private, and/or privileged nature that is produced by, collected through, and/or entrusted to any member of the UMHHC community, regardless of the nature of their affiliation as an employee, clinician, student, trainee, and/or by way of a contractual agreement requiring the same.”

For questions or more detailed information on the release of information policy, staff can access the following UMHHC internal web site www.med.umich.edu/i/mis or call the Release of Medical Information Unit at (734) 936-5490.

Note:  UM Health System information is not maintained by MAIS or within any M-Pathways system.  The information was included in this job aid because it represents another category of information protected by University, State and/or Federal policy.

	Where can I go if I have questions or find myself in a difficult position related to access to or release of private/confidential or sensitive information?
	In addition to the resources already described, consider contacting the following individuals or offices:

· Your departmental supervisor

· Office of the Registrar (for Student questions and FERPA) at 
764-6280
· Human Resource Records and Information Services (for Employee questions) at 764-9250
· UM Health System Human Resources (for UM Health System Employee questions) at  647-2375
· UM Freedom of Information Office (FOIA) at 763-5082
· Internal Audits at 647-7500
· Department of Public Safety at 763-3434
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